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12 http://www.thehackerplaybook.com/Windows_Domain.htm
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13 [The Hacker Playbook: Practical Guide To Penetration Testing] (Createspace Independent Pub)
ISBN : 978-1494932633

t4 BRAE] TR RNETIHDRBY S > 1 A=,
t5 https://www.virtualbox.org
t6é https://my.vmware.com/web/vmware/downloads
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t7 https://www.kali.org/
t8 http://www.backbox.org/
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SET
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SMBexec

Veil
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PowerSploit
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WeWEBZTWET,, ENEGHIZ, UTORELZE > TRA MY 7y 7LTLLEEL, Ih
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t9
t10

http://www.thehackerplaybook.com
http://www.github.com/cheetz/thp2
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O—R T 528 50 CLES, VMware 1 X—3 712 & VMware Workstation Player 47> O— R
HEEBCBRIOLET, TNldg EfFSNiztar 7T—HA 77 71RO T BELTHSVMX 77
AIWEFTHAIAATLIZE L,

@ Kali VM hicELicS

1. 32— —%root £ET 74N DS T—RK toor TAZA > L %7,
2. Y—IFIILEREET,
3. NAT—REZFELET,

passwd
4. AA—CZFHLES,

apt-get update
apt-get dist-upgrade

5. Metasploit 7= X=X &ty h 7y 7 LE T,
service postgresql start

6. 7— NEFIZ PostgreSQL 7 —49 R—XEELETHLOICLET,
update-rc.d postgresql enable

7. FT20av Y REEFLET, ZHIZLY. database.yml 771 LAMERIENES 113,
msfdb init

8. gedit &1 v R b—L Lg%,

apt-get install gedit

t11  http//www.kali.org/downloads/

112  https://www.offensive-security.com/kali-linux-vmware-arm-image-download/
t13  [BRF] &30 Kali Linux Tl&E. msfdb init ZFE{Td % & database.yml Z{ERH T 5,
T14  [BRAE gedit @F 74K TT Y RARN—LENTVBRZELH B,
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9. L Dxry hI)—VEBEEZDHCP oo s TKall E WD EZBIDV AT LA BERLEFT, HR
FATFR R ETF>TWBREDHLBAIK->T, KA 2% KaiHSZEEL, BFELET,

gedit /etc/hostname
gedit /etc/hosts
reboot

10. Metasploit OOV #EEZGMIZLET (X T a>),

O INM T TV ay, THBEDIE, ATPHRYKELRBIZHTTH, AV REZDHE
BlZFARTMetasploit AR Y RSA VA > 9—T A ADDRHFETEET, —FHE/
IR, VAT NED LICRZEERLICBEIC. INDIEBICRILILET,
LI X—SDBaE. O7%BRT B0, .msfs 74 Ly TP RER LTS,
ZDTH T HEERT BIZIE. msfconsole & A LT Msfeconsole i Lz, #&T L
9,

O ARV RTAY T MIUTOIRY READLET,

echo "spool /root/msf_console.log" > /root/.msf4/msfconsole.rc

< O7\& /root/msf_console.log &SN E T,

@ YV=)LDA VA=)
The Backdoor Factory
PE. ELF. Mach-O @A F VI 2= R TNy FZHTHY—),
git clone https://github.com/secretsquirrel/the-backdoor-factory \
/opt/the-backdoorfactory

cd /opt/the-backdoor-factory
./install.sh

HTTPScreenShot
2 DWeb U4 rDR7)—>> 3y bEHTML Z2&E8H 570DV —L,

pip install selenium
git clone https://github.com/breenmachine/httpscreenshot.git /opt/httpscreenshot

cd /opt/httpscreenshot
chmod +x install-dependencies.sh &% ./install-dependencies.sh

T 7 4L h Tl HTTPScreenShot 285 £ < LW < DIE, 64y D Kali TEITLTWREHERIZERS
NEd, 32y FPAEZE{TLTWAEH AL, ROAETIOB6 phatomjs 21 » X r—JLLTK
72E0y

115 [ERE] BERESORHR.
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wget https://bitbucket.org/ariya/phantomjs/downloads/phantomjs-1.9.8-1inuxi68
6.tar.bz2

bzip2 -d phantomjs-1.9.8-1inux-1686.tar.bz2

tar xvf phantomjs-1.9.8-1inux-1686.tar

cp phantomjs-1.9.8-1inux-1i686/bin/phantomjs /usr/bin/

SMBexec
Samba % {# > T psexec 2% LDOBEE (R ATHNTE Y —IL,

1. UToav >y REETLET,

git clone https://github.com/pentestgeek/smbexec.git /opt/smbexec
cd /opt/smbexec &% ./install.sh

. [1 - Debian/Ubuntu and derivatives] %2R L ¢,
L IR TT AL MEEZEIRLET,

. [4] %2R LCsmbexec NAFUEAVSAILLET T,

2

3

4. ./install.sh #E{TL% ¥,

5

6. IX/SALADNTET Licn, [SIZEBRLTRTLET,

Masscan
BRbBREA VY=Y MR—hRAFrF—o A 2F—2y hEHREONROTTRAFY Y TEX
£

apt-get install git gcc make libpcap-dev

git clone https://github.com/robertdavidgraham/masscan.git /opt/masscan
cd /opt/masscan

make

make install

Gitrob
GitHub VR b DEERY—IL,

git clone https://github.com/michenriksen/gitrob.git /opt/gitrob
gem install bundler

service postgresql start

su postgres

createuser -s gitrob --pwprompt

createdb -0 gitrob gitrob

exit

T16  [ERAFE mingw @ gcc A Y A M=LENTWEBWEEEUTOIYY RTA YA N=ILT B2HENH B,

apt-get install mingw32
apt-get install mingw-w64
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cd /opt/gitrob/bin

gem install gitrob -

CMSmap
¥ T4 R—ILoBE 7O E 38T % Python x— XD CMS (Content Management
System) RFvF—, A=/ —XE LTERHFESNTWET,

git clone https://github.com/Dionach/CMSmap /opt/CMSmap

WPScan
WordPress DEBHERF v+ —/ TI—kTx—2y—)L 117,

git clone https://github.com/wpscanteam/wpscan.git /opt/wpscan
cd /opt/wpscan &k ./wpscan.rb --update

EyeWitness
Webt 1 bDR ) —>2 3y hEERL. Y—N\—D~\y ¥—FRZIBH L. JETHNLT 7+
L DFBIEBREFES 5V — o

git clone https://github.com/ChrisTruncer/EyeWitness.git /opt/EyeWitness

Praedasploit
—BWIZBEENE T vy —T X704 b TERENI T L—LT—7,

git clone https://github.com/MooseDojo/praedasploit /opt/praedasploit

SQLMap
SQLA >z o>a>y—Il,

git clone https://github.com/sqlmapproject/sqlmap /opt/sqlmap

Recon-ng
Python R—ZDAIRH7Z Web BRI L—LT—7,

git clone https://bitbucket.org/LaNMaSteR53/recon-ng.git /opt/recon-ng

Discover 277+
TEITERBATANDYZ7OBEICEREINSHRY Lbash 27 1) T K,

git clone https://github.com/leebaird/discover /opt/discover
cd /opt/discover && ./update.sh

t17  [BRE] Kali Linux (Z(& WPScan 77 # )L A TEENTUL B,
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BeEF (Browser Exploitation Framework)
JOZAYA NRO ) TT4 VT RETL—LT—7,

cd /opt/

wget https://raw.github.com/beefproject/beef/a6a7536e/install-beef
chmod +x install-beef

./install-beef

Responder
LLMNR (Link-Local Multicast Name Resolution). NBT-NS (NetBIOS over TCP/IP Name Service) .
mDNS (multicast Domain Name System) %% —%" k&9 5R+( X+ —, NTLM (Windows NT LAN
Manager) ON—Y 3> 1 HXU2, LMv2, NTLMSSP (NTLM Security Support Provider). HTTP
Basic @WAEZ I R— b LTHY . NIEAHTTP/SMB/MSSQL/FTP/LDAP FaEH —/N—AEA0A £
NTWE T, Responder [(ENTLM Fv L > /LR RNy > aDBEICERASNE T,

git clone https://github.com/SpiderLabs/Responder.git /opt/Responder

KEDQHAZLAZI TN
KEDI-OIZEEBIMER LICARY LR ) T R,

git clone https://github.com/cheetz/Easy-P.git /opt/Easy-P

git clone https://github.com/cheetz/Password_Plus_One /opt/Password_Plus_One
git clone https://github.com/cheetz/PowerShell_Popup /opt/PowerShell Popup
git clone https://github.com/cheetz/icmpshock /opt/icmpshock

git clone https://github.com/cheetz/brutescrape /opt/brutescrape

git clone https://www.github.com/cheetz/reddit_xss /opt/reddit_xss

TA—=ON=23>
RETHEFT % PowerSploit & Powertools D7+ —7/1\—=Y 3>, TOY—X%&I—LT, UR
RV ZRBRIER L TLIZE L,

git clone https://github.com/cheetz/PowerSploit /opt/HP_PowerSploit
git clone https://github.com/cheetz/PowerTools /opt/HP_PowerTools
git clone https://github.com/cheetz/nishang /opt/nishang

DSHashes
NTDSXtract (ZE LI TaA—4H—/n\v > a2zt dT5Y—)l,
1. https://storage.googleapis.com/google-code-archive-source/v2/code.google.
com/ptscripts/source-archive.zip #¥ 7 >A—kF L%,
2. dshashes.py % /opt/NTDSXtract/dshashes.py ~"&& L 7,
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SPARTA
Fy RT—OA VT IR I F v DEATR MEBEIZT 5 Python R—ZDOGUI 77— 3
Vo BATARDAF ¥ > 71 —XERFv VERENET L7 —X5FBIFLET,

git clone https://github.com/secforce/sparta.git /opt/sparta
apt-get install python-elixir
apt-get install ldap-utils rwho rsh-client x11-apps finger

NoSQLMap
MongoDB ¥ =4 X—2H—/)N\—=-Web 77T —> 3 v A /RETIEHREAY—ILEZY K,

git clone https://github.com/tcstool/NoSQLMap.git /opt/NoSQLMap

SpiderFoot
F—T—=ZD Ty N T) T T =,

mkdir /opt/spiderfoot/ && cd /opt/spiderfoot

wget http://sourceforge.net/projects/spiderfoot/files/spiderfoot-2.3.0-src.ta
r.gz/download

tar xzvf download

pip install 1xml

pip install netaddr

pip install M2Crypto

pip install cherrypy

pip install mako

WCE (Windows Credential Editor)
AEUDONRRAT—REREHT-DICERSNLY—L, UTOYA oy r>rao—RL,
http://www.ampliasecurity.com/research/windows-credentials-editor/

12 ZILLLT DA ET Jopt ITIRFELTLIZE L,

wget www.ampliasecurity.com/research/wce_v1_4beta_universal.zip
mkdir /opt/wce &% unzip wce_v1* -d /opt/wce && rm wce_v1*.zip

Mimikatz
AT, T=LFYFTryv b, AT EYF—RENSFEXDINAT— REHRET 572Dy —
18,

cd /opt/ && wget http://blog.gentilkiwi.com/downloads/mimikatz_trunk.zip
unzip -d ./mimikatz mimikatz_trunk.zip

118  [BRE] BREBWEY—/ILEDT. Chrome ¥ Firefox T7 7 tXd2&tF 1) T EEPRRIND,
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SET (Social-Engineer Toolkit)
V= v LIV IZT ) VU IERENS Y=L,

git clone https://github.com/trustedsec/social-engineer-toolkit/ /opt/set/
cd /opt/set && ./setup.py install

PowerSploit
IR 70OA4 MMEICERIMNS PowerShell 221 7'k,

git clone https://github.com/mattifestation/PowerSploit.git /opt/PowerSploit

cd /opt/PowerSploit &% wget https://raw.githubusercontent.com/obscuresec/random/ \
master/StartListener.py &% wget https://raw.githubusercontent.com/darkoperator/ \
powershell_scripts/master/ps_encoder.py

Nishang
IR 704 FDORIEIZER SN S PowerShell 22 1) 7'k,

git clone https://github.com/samratashok/nishang /opt/nishang

Veil-Framework
REEERE S5 L ICNERSTIRERDOY —ILFy by £E (RE) ORERSTIE. 7VFY
AL ZDIENE B8 S B+ O— REART % Veil-Evasion, ZNo%x 57—y MMIXET S Veil-
Catapult, Windows R X > TR AICIET 5 Veil-PowerView 2’ & N TV E ¢, Veil (£ Python X—
2D Meterpreter 2177 71 LOVERICERESNE T,

git clone https://github.com/Veil-Framework/Veil /opt/Veil
cd /opt/Veil/ && ./Install.sh -c

Burp Suite Pro
Web 2 AT A bV —IJL, http://portswigger.net/burp/proxy.html 557> O0—RTE%
9. Professional Edition DA %8R S8 LT, 349 RILOMEIEHIZHY) £7,

OWASP ZAP (Zed Attack Proxy)
Web 7 77— a v OfBHEEZFERTH0DENCTWHEEAT A M https://github.
com/zaproxy/zaproxy/wiki/Downloads 754 V> H—RFTZ £ ¥, Kali Linux IZIZT 7+ Lk
TEENTLET (owasp-zap) s

SeclLists
Burp & —ICERT2ETNIA—5% T 70 T 0F 20022 Tk,

119  BUE V7 M7z 70RBEEZHERTD1ZHDTARFED 1 Do
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git clone https://github.com/danielmiessler/SecLists.git /opt/SeclLists

AV PN

Net-Creds v NJ—J 8k
A—H—Z &N T— REHIR LI PCAP 7 7 A LEZ BT 5V — L,

git clone https://github.com/DanMcInerney/net-creds.git /opt/net-creds

Firefox 7 RA>D1 A ML

¢ Web Developer 7 K74 >~

https://addons.mozilla.org/en-US/firefox/addon/web-developer/

¢ Tamper Data

https://addons.mozilla.org/en-US/firefox/addon/tamper-data/

¢ Foxy Proxy
https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/

¢ User Agent Switcher
https://addons.mozilla.org/en-US/firefox/addon/user-agent-switcher/
Wifite
Wi-Fi 2~y b7 —212889 28 Y —)L,

git clone https://github.com/derv82/wifite /opt/wifite

WifiPhisher
BEIWI-Fi 74 v >V —IL,

git clone https://github.com/sophron/wifiphisher.git /opt/wifiphisher
cd /opt/wifiphisher &% python setup.py install

T4 G (FTal)

¢ Phishing Frenzy

git clone https://github.com/pentestgeek/phishing-frenzy.git \
/var/www/phishing-frenzy
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git clone https://github.com/macubergeek/gitlist.git /opt/gitlist

AEDWeb Y+ NCTEHIBEHREREIE LTS,
http://thehackerplaybook.com/updates/

6. Windows VM

Windows 10/8/7 DIRIEX > > (VM) 6 EOMER L TEWTLZE L, £ Db BEENMTH>TEL
HADTZNTIE, 77— a vHtInternet Explorer X Cain & Abel 72 E DY —ILEBER T D05 TH
—— INn5lEWindows TLAEIMEL 8 A, PowerShell # -7 E (NG Windows 7R 2 RT3
NUREEFTILHIEEZERLET, EHOOS ZAHRLTHEITIE. ZLOREYFREIEITET. £
DEZDLE. BIZAN—IBATEL LN EEL RN ET,

@ Windows [TENNT %Y=
* HDNAFVTF+1%)
¢ Evade (7> F 7 L RIRA[E1E )
& Hyperion (7 > F 7 )L XK B8 (2 )
¢ Metasploit
¢ Nexpose/Nessus
¢ Nmap
¢ oclHashcat
¢ Cain & Abel
¢ Burp Suite Pro
¢ Nishang
¢ PowerSploit
® Firefox 7 RA > (15 R—=I %S R)
< Web Developer 77 k4 >~
< Tamper Data
< Foxy Proxy

< User Agent Switcher
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7. Windows Otv b7y J

Windows D#BT X M7y b7 —L%kty b7y T LTHIFIE Kali Linux R M EfETT 5DIC
BIAUDIETTT, BEIZS DD EDIFICIEVWEFEAD S, RAMEEZEE L, NetBIOS A E TR
UHISEINC L. oD » a2 TESREITAEEWREIZLTEN TS L,

Windows TRty b7y 7L THELCHDIEH ) £ AN, BE. EFIEUTOY—ILEA VI b~
LTBHZEIZLTWET,

L 4

HxD
http://mh-nexus.de/en/hxd/

Evade

https://ww.securepla.net/antivirus-now-you-see-me-now-you-dont

Hyperion

http://www.nullsecurity.net/tools/binary.html

Windows > /81 5% 7> A—RLTA YR =L L ET, BEED Hyperion 7+ L5
Tmake ¥ETT 5L, NATUDPERINDIET TY,
http://sourceforge.net/projects/mingw/

Metasploit

http://www.metasploit.com/

Nessus 7 (4 Nexpose

http://www.tenable.com/products/nessus-vulnerability-scanner

https://www.rapid7.com/jp/products/nexpose/
EbohEd I yA—RLTA YA b=LLET, VI b7 zT7ZBAT 5553 Nessus
DIEFS>HFERMETTL. EHbHTHIENVEXT,
Nmap

http://nmap.org/download.html

oclHashcat

http://hashcat.net/oclhashcat/

Cain & Abel

http://www.oxid.it/cain.html

Burp Proxy Pro
http://portswigger.net/burp/download.html

Nishang

https://github.com/samratashok/nishang
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L 4

L 4

PowerSploit
https://github.com/mattifestation/PowerSploit/

Firefox 77 E#4 > (15 R—=2% S R)
< Web Developer 77 K74 >~
< Tamper Data
< Foxy Proxy
O

User Agent Switcher

8. PowerShell IC&KD/I\ND—7 v S

PowerShell (CL > TRBATA MMIEFSICEZHY LTWE T, PowerShell -7 £ DV WG E L.
VOV RFEICE AR PowerShell X7 7 8 &2 EWNTATLIZE L, PowerShell 2L HADH 3 IZH
oo TFEBIIHRBELRBEE. LUTOETHEETIILZE 0,

*

Intro to PowerShell Scripting for Security
http://www.irongeek.com/i.php?page=videos/hack3rcon5/h@1-intro-to-powershell-

scripting-for-security

B &2 ERWETHTTH, PowerShell ZEWNADDDIZMBERERINEIZDOIT TT,
AREH PowerShell ICZHUZEFBT2DIERETL & 5h PowerShell (215, AT NI LT
ToXYy bhHY £,

L 4
*
*
L 4
*
*
L 4
L 4
*

Windows 7UBEDY S VIZF 74 )L R TA YA F=LENTL S
PowerShell X7 1) 7' MEXEUKNTETTES
TUFIAINR) T hZRBEEETENTEAERL

NET Framework @2 5 X % #l| F

(Active Directory A2 TV (2) - —DFRILERZF BT 2
Active Directory DEIRIZERTE 5

PowerShell X2 7'+ %) E— FTERITTES

Windows "D ExE X7 ) T MET2ZDNNEBMNIIRB IR D

IRTE. PowerShell IZ13Z < DY —ILAEAAENTE Y . PowerShell ZIB#ETIL, BAT AL
DEEN LAY | ZHENL 72D

Windows @2~ > R 70> 7~z powershell & A ML, PowerShell D3~ > FL vy & WLDT
HRITTEET, PowerShell Z28) L7-# (3. help EANTBHIET, NNR—XZ1—%KRRTE
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